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DEFSS00052 Cyber Risk Response

Modification History
Release Comments

1 This skill set was first released in DEF Defence Training Package Release 
7.1.

Description
This Skill Set prepares individuals to lead the development of cyber risk response activities by 
coordinating team efforts and managing decisions within established policy boundaries. 
Individuals with this Skill Set apply advanced analysis to guide cyber security response 
planning, evaluate organisational compliance, and develop effective risk and insider-threat 
response plans. 

Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of 
publication.

Pathways Information
This Skill Set is part of the DEF Defence Training Package. The Skill Set can be a standalone 
outcome, or the units may contribute to the achievement of relevant qualifications.

Entry Requirements
There are no entry requirements for this skill set.

Foundation Skills Outcomes
The foundation skills outcomes in this skill set are outlined below.
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Skill Set Requirements
Code Title

BSBCRT411 Apply critical thinking to work practices

BSBXCS406 Develop cyber security insider threat and 
risk response plans

DEFCPL004 Apply knowledge of risk management

DEFGEN008 Treat risk within Defence at an operational 
level

ICTCYS606 Evaluate an organisation's compliance with 
cyber security standards and law

Pre-requisite Requirements
There are no pre-requisites associated with units packaged in this skill set.

Skill Set Mapping Information
Previous Code and Title Equivalence Comments
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Learning Reading Writing Oral 
Communication

Numeracy

ACSF level

ACSF core skill
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 Newly created This skill set has been 
created to address a 
requirement by industry.

Links
Companion volumes, including implementation guides, are found on the national training 
register - https://training.gov.au/training/details/DEF.

https://training.gov.au/training/details/DEF

