/<% Australian Government

Assessment Requirements for CPPSEC5008
Analyse threat environment and devise
strategies to respond to active threats

Release: 1



Assessment Requirements for CPP SEC5008 Analysethreat environment and devise srategiesto respondto activethreatsDate this document
was generated: 19 December 2022

Assessment Requirements for CPPSEC5008 Analyse threat
environment and devise strategies to respond to active threats

Modification History

Release 1 This version first released with CPP Property Services Training Package Release
9.0.

New unit.

Performance Evidence

To demonstrate competency, a candidate must meet the performance criteria of this unit by
analysing the threat environment and devising strategies to respond to active threats for two
different sites.

Knowledge Evidence
To be competent in this unit, a candidate must demonstrate knowledge of:
« legislative and regulatory requirements that apply when analysing threat environments and

devising strategies to respond to active threats:

. key requirements of legislation, regulations and codes of conduct for security response
in the jurisdiction of operation

« licensing requirements in the security industry
. use of force
« work health and safety and duty of care

. application of integrated security measures including physical security, manpower,
security technologies and security of personnel and information

. critical infrastructure and key service providers including electricity, gas, water and
transport in the jurisdiction of operation

« implications for private security arising from:
. National Counter-Terrorism Plan
. National Guidelines for the Protection of Places of Mass gathering from Terrorism
« Active Armed Offender Guidelines for Crowded Places
« Improvised Explosive Device Guidelines for Crowded Places
« Chemical Weapon Guidelines for Crowded Places
« Hostile Vehicle Guidelines for Crowded Places
« national security hotline contact information
. national terrorism threat advisory system

« purpose of Australia’s Strategy for Protecting Crowded Places from Terrorism and
understanding of:
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« definition of crowded places

« key security issues for crowded places

. Objectives, characteristics and identification of active armed offenders

. definition of hostile vehicles and methods of attack

. signs of chemical weapons attack and recommend response

. general features of improvised explosive devices and recommended incident response

. techniques for conducting site threat assessments and ratings that can be used to determine
attractiveness of site to attack

« techniques for conducting site vulnerability assessments and ratings that can be used to
determine impact of loss and vulnerability to attack

« ways that social and cultural differences may be expressed.

Assessment Conditions

Assessors must meet the requirements for assessors contained in the Standards for Registered
Training Organisations.

All individuals engaged by a licensed RTO for security licensing purposes must hold both a
security trainers licence (where such a licence exists within the relevant jurisdiction) and the
licence for performing the security activities for which the individual is providing training or
assessment. Regulators may impose other assessor conditions to meet jurisdictional
assessment requirements.

Assessment must be conducted in the workplace or in a simulated workplace environment.
Candidates must have access to:

. legislation, regulations and codes of practice that apply when analysing threat
environments and devising strategies to respond to active threats in the jurisdiction of
operation

. plans and documentation, resources and information technologies required to achieve the
performance evidence

. National Counter-Terrorism Plan

« National Guidelines for the Protection of Places of Mass gathering from Terrorism
o Australia’s Strategy for Protecting Crowded Places from Terrorism

. National Guidelines for the Protection of Places of Mass gathering from Terrorism
« Active Armed Offender Guidelines for Crowded Places

. Improvised Explosive Device Guidelines for Crowded Places

« Chemical Weapon Guidelines for Crowded Places

« Hostile Vehicle Guidelines for Crowded Places.

Links

Companion volumes to this training package are available at the VETNet website -
https//vetnet.gov.au/Pages/TrainingDocs.aspx?q=613f9672-30e8-4835-b348-205dfcfl3d9b
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