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BSBXCS302 Identify and report online security threats 

Modification History 

Release Comments 

Release 1 This version first released with BSB Business Services 

Training Package 6.0. 

 
 

Application 

This unit describes the skills and knowledge required to identify and report online security 

threats to limit potential impact of cyber security breaches.  

It applies to those working in a broad range of industries and job roles under some supervision 

and guidance who encounter and report online threats during the course of their work. 

No licensing, legislative or certification requirements apply to this unit at the time of 

publication. 

Unit Sector 

Digital Competence – Cyber Security 

Elements and Performance Criteria 

ELEMENT PERFORMANCE CRITERIA 

Elements describe the 

essential outcomes. 

Performance criteria describe the performance needed to 

demonstrate achievement of the element. 

1. Identify online 

security threats 

1.1 Review internal policies, procedures and plans relating potential 

online security breaches  

1.2 Identify features of common types of potentially fraudulent 

communications  

1.3 Implement techniques to verify suspicious requests for 

information  

2. Respond to an online 

security breach 

2.1 Block and report potential security breaches on computer and 

mobile device according to organisational policies and 

procedures 

2.2 Respond to actual security breach or cyber security incident 

according to organisational response plan 

2.3 Report security breach or cyber security incident according to 

legislative requirements and organisational policies and 
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ELEMENT PERFORMANCE CRITERIA 

procedures  

3. Support post- breach 

review 

3.1 Provide information to required personnel to assist in 

documenting potential and actual breaches 

3.2 Support post-incident review and identifying lessons learnt 

3.3 Contribute updates to cyber security incident response plan as 

required and within scope of own role 

 
 

Foundation Skills 

This section describes those language, literacy, numeracy and employment skills that are 

essential to performance but not explicit in the performance criteria. 

Skill Description 

Learning  Modifies behaviour following exposure to new information  

Oral 

communication 

 Asks open and closed probing questions and actively listens to ensure 

that concepts regarding cyber security are well understood 

Reading  Recognises and interprets information from relevant sources to 

determine organisational expectations relating to cyber security 

Writing  Uses clear, specific and industry-related terminology relating to cyber 

security for breach and incident reports   

Technology  Uses appropriate technology platforms to share information within the 

organisation relating to potential online security threats 

 
 

Unit Mapping Information 

No equivalent unit. New unit. 

Links 

Companion Volume Implementation Guide is found on VETNet: - 

https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
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